dao v & 5i_ 4. 0Lk, 0pManuoHoj 6e36ennocty (,Cn. rnacHuk PC“, 6p. 6/2016 u 94/2017 u
77/2019) y namem TekcTy: 3akoH, 4iaHa 2. Ypeade o OivbkeM caapkajy akta o 0e36eqHoCTH
MH(OPMAIMOHO-KOMYHHKAIIHOHHX CHCTEMA 01 NOCEOHOT 3Hauaja, HauMHY NpoBepe U Caapiajy U3BeuITaja o
npoBepu 0e30e1HOCTH HHYOPMAIIHOHO-KOMYHHKAHHOHUX cHCTeMa o) noceOHor 3Havaja (,,Ci. rnacauk PC*,
op. 94/2016), onpendu Ypeabe o Ommxem ypehewy Mepa 3amiture HHGOPMALMOHO-KOMYHHKAIHOHHX
ciuctema of mnocebHor 3Hauaja (,,Cn. rmacauk PC*, 6p. 94/2016), xao u Ha ocHoBy wiana 49. Crartyrta
Hcropujckor apxusa beorpaga, YnpaBuu onbop Mcropujckorapxusa beorpana, nHa cBojoj XX Cennuiun
onpxaHnoj naHa 31.10.2024. roauHe, TOHOCH,

HPABUJIHUK O BE3BEJHOCTH
HHO®OPMALINOHO-KOMYHUKAIIUOHUX CUCTEMA
NCTOPHJCKOT APXUBA BEOI'PAJIA

IIpeamer

Yaan 1.

OBum IlpaBunuukom o 6e36eaHOCTH HHPOPMALIHOHO-KOMYHHKAIMOHUX cHcTeMa KcTopHjckor apxuBa
beorpana (y nassem texcry: IlpaBunuuk) ytephyjy ce 1 6mvke neguHuiily Mepe 3allTHTe, TPUHIIMITH, HAaudH
U Ipouefype IMOCTHU3aka M Ofp)KaBatba a/JleKBATHOI HUBOA O€30CHHOCTH CHCTEMA, KAa0 M AYXHOCTH,
oBnamwhema 1 OATOBOPHOCTH KOPUCHHMKA WH(pOpPMATHYKUX pecypca y Mcropujckom apxuBy Beorpama (y
Jla/bEM TEKCTY: APXHUB).

HubeBu

Ynan 2.
[{usmeBu 3a noHowewe [IpaBunnuka cy:
1. nmompuHOC MOAM3amy ONIUTE CBECTH O PU3UIMMA M OIACHOCTHMA KOj€ Cy Be3aHe 3a Kopulifiewne
HH(pOPMALIMOHUX TEXHOJIOTH]a,
2.MMHHUMH3aLH]a 0e30e JHOCHUX HHIIMACHATA,
3. norpHHOC pa3Bojy oaronapajyhux 6e36eqHOCHMX anaukanuja u oo6e30ehupame KOH3UCTEHTHE KOHTPOJIE
CBHUX KOMIIOHEHATa HH()OPMAIIHOHO-KOMYHUKaUUMOHOT cucTeMa (y nabeM Tekcty: UKT cucrem).

IIpumena

Ynan 3.

[Ipumena oapenaba oBor [lpaBuiHHuKa je 0OaBe3Ha 3a CBE OpraHM3alMOHE jeAMHHLE ApXHBa H 3a CBE
3anoCiieHe - KOpHCHHKe HHOpMATHYKMX pecypca, kao U 3a Tpeha nuna koja Kopucte HHGOpMaTHuKe
pecypce ApxHBa a KOju MOpajy OWTH yrno3HaTH ca caapxuHoM IlpaBuiHUKAa W MOCTynaTv y ckiagy ca
HETOBUM ofipendama.

HenomroBawe onapendu oBor IlpaBuiHMKA IOBJaYd JUCLMIUIMHCKY OATOBOPHOCT KOPHCHHUKA
HH(POPMATHUKUX pecypca.

3a nipahewe npumene oBor [IpaBuiiHiKa HaIexkHO je Oneberbe 3a AMIHTAT3aUH]y, MUKPOQHIMOBakbe U
TEXHHYKY 3alITHTY apxUBCKe rpahe.

IlojMoBH

Yaawu 4.
[Tojenunn u3paszu ynotpedsbeHu y 0BoM [IpaBuitHuKy umajy cienehe 3Haueme:
1. unHpopmannono-komyHukaunonu cucrem (MKT cucteM) je TexHONOMWIKO-OpraHM3allMOHa LENHHA KOja
oOyxBara:
1.1.eJIEKTPOHCKE KOMYHHKAIIMOHE MPEXE Y CMHCITY 3aKOHA KOjH ypehyje eNeKTpoHCKe KOMYHHKALH]€;
1.2.ypehaje unu rpyne mehycobHo nosesaHux ypehaja, TakBHX [a ce y OKBHPY ypehaja, OAHOCHO y OKBUDY
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OapeM jenHor W3 rpymne ypebhaja, BpuuH ayToMmarcka obOpaja nojaraka KopuinhemeM pauyHapcKor
nporpama;

1.3.momatke KojH ce Noxpamyjy, oopalyyjy, npeTpaxyjy wiu npenoce nomohy cpeacrasa u3 noa-rauke (1.1) u
(1.2) oBe Tauke, a y CBPXY HBHXOBOI paja, ynoTpede, 3alTUTE UITH OPXKaBaha;

1.4.0pranu3anuony cTpyKTypy nytem koje ce ynpassba UKT cuctemom;

1.5.cBe THIIOBE CUCTEMCKOI M alIMKaTUBHOT codrBepa u coPpTBepcke pa3BojHE anaTe

2. undopmanyona 6e30eqHOCT NpeacTaBba CKyN Mepa koje omoryhaBajy fJa mojanM KoOjuMma ce pyKyje
nyteM MKT cuctema 6yny 3amituheny on HeonammheHOr NpUCTYNa, KAa0 M a €€ 3alUTUTH UHTEIPUTET,
PacnoIOMHBOCT, AyTEHTHYHOCT W HENIOPELIMBOCT TUX NOJaTaKa, n1a O taj cucteM QyHKIIMOHHCAO KaKo je
npeasuleHo, kana je npeaABUleHo u 1Mo KOHTPOJOM OBJalmheHuX JTHLa;

3. MHTErpUTET 3HAUM OUYBAHOCT U3BOPHOT Ca/ipKaja M KOMILJIETHOCTH MOJaTaKa;

4. pacnonoXHBOCT je CBOJCTBO KOj€ 3HAYH Jla je ojaTak AOCTYNaH U yrnoTpeOspbuB Ha 3axTeB oBnaheHux
JMLIa OHJIa Kajia UM je noTpeday;

5. TajHOCT je 0be30ehuBarbe JOCTYMHOCTH HHPOpMaLHja caMo oBlalheHuM KOPHUCHULIMMA HHPOPMATHUKHX
pecypca, kao ¥ HeMoryhHocT npucTtyma uHdopmanrjamMa JUIMMa K0ja HeMajy TakBa opjaluhera;

6. agMHHHCTPATOPCKO OBJNalIfierse je MpaBoO Kpeupawa, fojeie, OJOKHparma M YKHAama KOPHCHHYKHX
HaJsiora 3a NnpHcTyn HHPOPMATHUKHM PECYpCHMa;

7. KOPHCHMYKH HAJIOT NPEACTaB/ba KOPUCHUYKO UME U JIO3UHKY, Ha OCHOBY KOjUX MH(OPMATHYKH pecype
CIpOBOAM ayTeHTHGHKauujy (NpoBepy HICHTUTETA KOPUCHHMKA) W ayTopu3auujy (npoBepy IpaBa
TIPUCTYMa, OHOCHO OBJallheha KOPUCHUKA);

8. aAMHHUCTPATOPCKM HAJNOT je Halor Koju oMoryhaBa MpUCTYN M aaAMMHUCTpaLMjy HHOOPMaTHUYKMX
pecypca, Kao U YHOILEHE U H3MEHY CBUX OCTAJIMX KOPHCHUYKHUX HaJora.

9. mepe zamrtute MKT cucremMa Cy TEeXHHWYKE W OpPraHU3alMOHE MEpE 3a yrpaBibame 0e30€IHOCHHM
puszuiuma KT cucrema;

10. HHUMACHT je YHYTpallkha WK CIIOJbHa OKOJIHOCT KOJOM Ce YrpoXkaBa HMJIM HapyiaBa WH(pOpMallMoHa
Oe3beaHoOCT;

11. VPN (Virtual Private Network) je ,,npuBaTHa* KOMyHHKaLlMOHA Mpexa Koja oMoryhaBa KOpUCHUIIMMA Ha
pa3/iBOjEHHM JIOKaIHjaMa Ja IIPEKO jJaBHE MPEXE jEHOCTABHO OJpKaBajy 3allTUNEHY KOMYHHKAIIH]Y;

Mepe 3amTnTe

Yanau 5.

Mepama 3amtute ce o6e3belyje mpeBeHlMja OJ HACTaHKA WHIMJEHATA KOJU Yrpoxkapajy obOaBibharbe
AeJaTHOCTH ApXHBa, ONHOCHO 3allTHTa noaaraka cajapxanux y UKT cuctemy on HeonamheHOr mpycTyma,
mMoauduKanuje, Kopuihema 1 IeCTpyKLUHje, Ha HAYHH Ja MHTETPHTET, TAJHOCT U PacloIOKKBOCT 0aTaKa
He cMe]y OUTH KOMIIPOMUTOBAHH.

Wndopmarnuku pecypca Apxupa

Yaan 6.

HMudopmaTtuuku pecypcd ApXHBa Cy CBM DPECYPCH KOjM Caipie NMOCIOBHe HHMopMalrje ApXuBa y
CJIEKTPOHCKOM OONUKY MM ciyxke 3a npuctyn kopucuuka MKT cucremy ykibyuyjyhu cBe enexkTpOHCKe
3allMCe, padyyHapcKy Ompemy, MoOunHe ypehaje, 6aze monaraka, MOCIOBHE aljiMKauuje, web Jokanuje u
CIIUYHO.

IIpeamer 3amture

Ynau 7.
Ilpenmert 3awTute obyxBara:

1. xapasepcke u cohTBEpCKe KOMMOHEHTE HHYOPMATHIKHX pecypca;
2. noaaTke Koju ce obpalyjy uili 4yBajy Ha HHQOPMATHUKUM PECYPCHMA,
3. KOPHCHHYKE HAJIOTe M APYre NoJaTKe O KOPUCHUIMMA HHOOPMATHUKKX pecypca y ApXusy.

Kopucnuk undopmaTHukux pecypcea
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Yaan 8.

KopucHuk nH(pOpPMaTHUYKMX pecypca jecTe NMOCTaB/bEHO JIMIE, 3allOCJIEHO JIMUE Ha HeoapeheHo uiu
oapeheHo Bpeme, JHLEe aHTa)XOBaHO [0 OCHOBY YroBOpa, KOHCYNTAHT WJIM JPYTO PajuO aHTaXOBaHO JIMIIE
KOME je 010OpeH NPUCTYIT HEKOM HH(POPMATHUKOM pecypcy Apxusa, kao u kopucuuim VKT ycnyra.

Kopucuuk uHpopMaTHukuX pecypca ONroBOpaH je 3a NpaBHJIHY YmoTpeOy, TauHOCT W CHUI'YPHOCT
nojaTaka NpHUIMKOM Kopuiihema WHPOPMATHUYKHX pecypca ApxXHBa, OJHOCHO JIMYHO je OJrOBOpaH 3a
ocTBapuBame cBojcTaBa nojgataka y UKT cuctemy Apxusa.

Koprcank napopMaTHdkux pecypca HeMa HMOBHHCKA IIpaBa Hal HHPOPMaTHYKUM pecypcuMa ApXuBa.

AJIMHMHHUCTPATOp, Ha OCHOBY MPELUM3HOI IHCAHOI 3axTeBa HEMOCPEIHOI PYKOBOAMOLA, NOJEsbYje
KOPUCHUKY HMH(}OpPMaIMOHOT pecypca KOPHCHUYKO HME, JIO3WHKY M WpPUBUIECH]e, Ka0 W Hajuor 3a
CJIEKTPOHCKY MOLITY.

Kopucuuky uHpopmaTHykux pecypca mojAe/byjy C€ caMO IpUMBHIIETHj€ KOje Cy HEOIXOAHE 3a
peanu3aiujy Bberopux paaHux odasesa.

Y citydajy npecraHka pajHOT OJHOCA WJIH PaAHOI aHIaXOBaka Y APXHUBY KOPHCHMKY HH()OPMATHYKHX
pecypca ykuna ce npaso npuctyna UKT cucremy.

O mnpecraHKy paJHOT OJHOCA WJIM PAaJHOI aHIa)XOBama, KA0 U O TPOMEHU PAZHOT MecTa KOPMCHHKA
HHQOPMATHUKHX pecypca, HEeMOCPEeIHH PYKOBOIMIAI je IyxaH na obasectd Onesberbe NUTHTATH3ALH]Y,
MHUKPOGUIMOBA-E U 3aAIUTHTY apxXUBcKe rpahe paau yKuaawa, OMHOCHO M3MEHa MPUCTYMHUX NPUBHIIErdja
TOT KOPUCHHKA.

KopucHuk uHpoOpMaTUUKUX pecypca, HAaKOH NPEeCTaHka PagHoOr aHraxosaiia y ApxuBy, HE CMe Oa
OTKpHBa MOBEPJBHUBE M Ipyre HHPOpMaLKje Koje Cy 0J 3Ha4aja 3a uHdopmannony 6e3deanoct UKT cucrema.

Tpehem sy mory ce onoOputh npasa npuctyna UKT cucremy y3 nperxonHo ckianamwe oarosapajyher
YyroBOpa, KOjUM C€ MPEeIU3HO AePUHHMINY YCIOBH U 0OMM MpaBa MpUCTYNa, YK/bYyuyjyhu ¥ CBe pelleBaHTHE
6e30eqHOCHE 3aXTeRBe.

AKO ce yCTaHOBM IIOBpela yIroBOpHE o0aBe3e WM Ipekopadere oBnamhema [0 OCHOBY YroBopa,
OJI0OPEHM NPUCTYII C€ OaMAaX YKHIA.

Jy’KHOCTH KOpHCHHKA HHPOPMATHYKUX pecypca

Yaan 9.

KopuHcHuk He cMe 1a cnpoBOIH aKTUBHOCTH KOJ€ MOTY YMAabUTH UITH HAPYIIHUTH CUTYPHOCT, MOY3AaHOCT
uny HopMmaiHo ¢ynkunonucamwe UKT cucrema Apxusa.

Kopucuuk nobuja undopmaruuke pecypce Ha kopuulherme UCKIbYYHBO y MOCIOBHE CBpXE, a ApPXHUB
3apKaBa MpaBo Ja HHGOpMATHYKE pecypce MOBy4Ye y OMIO KOM TPEHYTKY M Y MOTIYHOCTH 3aJIpXXH CBE
nojarke, 6e3 obasese Ja UX HAKHAJAHO NPeJa KOPUCHHUKY.

KopucHHK HenpeHOCHBe pajHe CTaHUUE je Jy’KaH Ja MOCIOBHE IT0AaTKe CMElITa Ha ofpeljeHe MpexHe
pecypce Apxusa.

Hzy3zeTHo on ctaBa 3. oBor wiaHa, 300r norpede nocna, nogaud ce MOry NPHUBPEMEHO CMECTHUIIM Ha
JIOKAQJTHA TUCK HETIPEHOCHBE paJHe CTaHMIIE, aKO CE Ca TUM Carjlaci HENIOCPEJAHH PYKOBOAMIIALl KOPDUCHHUKA U
Opnesperba 3a JUrHTaIM3all]y, MUKPOMHIMOBaEe H TEXHUYKY 3alUTHTY apXHUBCKe rpahe.

KopHCHHK NpeHOCHBE paHe CTAHMUE MMa ITPABO Ja IPUBPEMEHO CMEILITA ITOCIOBHE IIOAATKE HA JIOKAJIHU
JCK IIPEHOCHUBE pajiHe CTaHHIIE, Kao H 00aBe3y Jia ypaay KOIH]y JOKyMeHaTa ca JOKaJIHOT JUCKA Ha MPEXHE
pecypce Apxusa.

Kopucuuk undopMaTHiykux pecypca AyXaH je Ja NowTyje U cieneha npasuina 6e30e1HOT U IPEMEPEHOT
xopuihema HHPOPMATUUKUX pecypca, U TO Ja:
1.KOpUCTH MHPOPMATHUKE PECYPCE UCKIBYUMBO Y NIOCIOBHE CBPXE;

2. TNpUXBaTH Jia Cy CBH MOJAIM KOjU € CKIaIUINTe, IPeHOCE UM MPOLECHPajy Y OKBUDY HH()OPMATHUKHMX
pecypca BIacHHIUTBO ApXHBa M Ja MOy OHTH NpEAMET HaArIe1ama v [Iperieiama;

3. mocTyna ca moBepJbUBHM MOJAlUMa Y CKIIaly ca IPONHCHMA, a IIOCEOHO IPHIIMKOM KOIMparka | IPEHoca
noJlaTaKa;

4.6e30e1H0 YyBa CBOj€ JIO3MHKE, OTHOCHO JIa UX HE 0Jaje IPYIHM JIMLHUMA;

5.Mema JIO3WHKE carjacHoO yTBPHEHUM NpaBHINMA;

6. Tpe CBAKOT yla/baBarba OJ PajiHe CTAHHUIIE, OJjaBH ce ca cucTeMa (,,H3J0ryje’), OMHOCHO 3aK/byda pajHy

cranuiy (CTRL+ALT+DEL+LOCK nnu WINDOWS L);

7. xopucta DVD-RW, CD-RW u USB excTepHe MEMOpHj€ Ha paiHOj CTaHMLK owTyjyhu onpende koje ce
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onHoce Ha OesbenHoct HMKT cucrema W moBEp/bHBOCT MOJATaKa, y3 OJ00pEHE HENOCPENHOT
pykoBoauolia H pykosoauona Onespeba 3a JUTHTATM3ALK]y, MUKPODHIMOBAake U TEXHHUKY 3aLUTHTY
apxuBcke rpahe;

8. 3axTeB 3a MHCTaTaUHjy copTBEpa HJIM XapABepa IMOJHOCH y NHcaHO] (HopMH, 0N0DpPEH O CTpaHe
HeIoCPENHOT PYKOBOJUOLA;

9.00e30end CHrYpHOCT TogaTaka y ckiaay ca Baxxehum nponucuma;

10. mpucTyna uHGOPMATHUKHUM pecypCcHMa caMoO Ha OCHOBY €KCIUIMUMTHO JOAEC/bEHHX KOPUCHUYKHUX I1PaBa;

11. HE cMe Ja 3aycTaBiba pajl UM OpUILe aHTUBUPYCHH IPOrPaM, Mema HheroBe NOJCLICHE ONLHje, HUTU Ja
HeoBnallheHo WHCTaMpa IPYrd aHTUBUPYCHH ITPOrpaM;

12.He cMe fa Ha paJiHOj CTAHULM CKJIAJMUITH CaApXkaj KOjU HE CIYXKH Y IOCIOBHE CBPXE;

13.u3paljyje 3amTUTHE KOMHjE MoAaraka y cKiany ca IpolUCaHHM NpoLeaypaMma;

14. kopucti Untpadet u IHTEpHET U-Meji1 CEpBHC y APXHBY y CKJIa[y ca MPOIMCaHUM IpoLeLypama;

15. npuxBaTty na ce oapeheHe BpcTe WHGOPMATHUKKX MHTEPBEHLHja (M3paja 3alUTUTHUX KomMja, upgrade
firmware, nokpeTame aHTUBHPYCHOT NIpOrpaMa M cjl.) 006aBbajy y yTBpheHo Bpeme;

16. npuxBaTH J1a CBH TPUCTYMH HHPOPMATUIKKHM pecypcuma 1 HHdopmauujama Tpeda aa 6yay 3aCHOBAHH Ha
IPUHLIMITY MUHUMAJIHE HEONIXOAHOCTH;

17. mpuxBaTH Ja TEXHUKE CHUIYpHOCTH (aHTHBHpYC nporpamu, firewall, cuctemu 3a nerekudjy ynana,
cpencrsa 3a mupUparme, CpeIcTBa 3a PoBepy HHTErPUTETa U Jp.) CIpeyaBajy NMOTEHLHjalHE MPETHE
HUKT cucremy.

18. He cMe ma uHcTanupa, MOAHQHKYje, HCK/bBYUyje M3 paja WIM Opuile 3al0TMTHH, CUCTEMCKH HIIM
anIMKaTUBHH CO(TBEP.

Bbe3oennocHu npodus kopucHUKa HHGOPMATHYKHX pecypca

Yanan 10.

VY 3aBHCHOCTH OJ OmNuca 3ajaTaka M II0CIOBa PAJHOI MecTa Ha Koje je pacrnopeheH, KOPHCHHK
MHGOPMATHUKHX PeCypca, Ha NPEAIor HENOCPEAHOI PYKOBOAHONA, cTHYe oapelena npasa npuctyna MKT
cucreMy Apxusa.

AnmubucTpaTtopcka osnamhewma MoOry HOOHTH camoO JMIa@ Koja Cy 3alyXeHa 3a OJp)KaBarbe
MH(OPMATHYKUX pecypca y APXHBY, y3 IIPETXOHY carylacCHOCT pykoBoauoua Ofie/berba 3a IUrHTaTu3auy)y,
MUKPOGUIMOBAKkE U TEXHHYKY 3alITUTY apXHBCKe rpalje.

Kpeupamwe no3unke

Ymau 11.
Jlo3uHka Mopa na caipXHM MHUHHMYM celaM KapakTepa KOMOUHOBAHHX OJ MajiuX U BEJUKHUX CJIOBA,
nudapa uiau/v creurjalHuX 3HaKoBa.
Jlozunka He cMe Oa caapku HMe, Ipe3ume, JaTyM pohera, Opoj Tenedona U Apyre Mpeno3HaTIbUBE
noJaTke.
AKO KOPHCHHK HH(QOPMATHUKHX pecypca MOCyMba Aa je IPYTo JHLE OTKPHIIO HeroBY JIO3HHKY TyXaH je
Ja UCTY OJAMAaxX U3MEHH.

Ynorpeda KOpHCHHYKOT HAJIOrA

Ynau 12.

Kopuchuuxy Hanor moxe na ynorpebsbaBa caMO KOPUCHUK HH(OPMATHUKHMX peECypca KOME j€ MCTH
M37aT.

KopucHuk unHbOpMaTHUKHX pecypca He cMe Ja omoryhu apyrom nuny xopumherme HeEroBor
KOPHCHHYKOT HAJIOra, OCHM aMHHHMCTPATOPY Y Clly4ajy NOAeLIaBamba paHe CTaHuUIIE.

KopucHuk nHpopMaTHUKKX pecypca je HeMOCPEeaAHO OATOBOpaH 3a aKTHBHOCTH KOje Cy peau30BaHe Ha
OCHOBY HETOBOI KOPHCHUUKOT HAJIOTA.

KopucHu4ky Hanos3u ca alMMHHCTPATOPCKMM OBallfielbuMa KOPHCTE Ce caMo 32 NOTpeOe HEOTXOAHHMX
MHTEpBEHLMja Kojuma ce o0e3bebhyje HecmeTan pan uHdopMaTHukux pecypca (Y J[albeM TEKCTY:
HH(OpMaTHUKe HHTEPBEHIIH]E).



Ynorpeba agMHHHCTPATOPCKOr HAJIOra

Ynan 13.

AJIMHHHCTPAaTOPCKM HAaNO3d CBHUX IIOCJIOBHHMX aIljIMKallvja, cepBepa 0Oa3a nojaraka ¥ CHCTEMCKHX
anJivKalyja 3a ynpas/babe MPEXKHOM OIIPEMOM H ypehajuma 3a cknaauiuTese nojaraka yyBajy ce y dajny
Koju je 3amTuheH, KpUNTOBaH M JOCTymaH camo pykoBogumouyOnesbema 3a JUIHTAlM3alM]y,
MHUKpPOGHIMOBae M TEXHHYKY 3alTHTY apXuBcke rpabhe, ka0 M JHUKMMa Koje ojpelyje pykoBoauiai
Onerpera 3a JUTMTAIM3ALHK]Y, MUKPO(DUIMOBaE U TEXHHYKY 3aLUTUTY apXUBCKe rpale.

IlpaBo xopuimhewa aIMHUHHCTPAaTOPCKOI HAlOra HMMaj)y caMO aJMHHUCTpaTOpH 3a mnotpede
HH()OPMATHYKHX UHTEPBEHIIMja KOjU MO NOTpedU BpUIE MIPOMEHY aIMUHHUCTPATUBHUX HAJIOTA.

IHocTynuu y ciaydajeBUMa CHIyPHOCHHX HHUMIEHATA

Ynan 14.

Kopucuuk nadopmatuykux pecypca ayxaH je aa, 6e3 oanarama, IprjaBd HEMOCPETHOM PYKOBOAUOILLY
CBAaKO yOYyaBame MM CyMIbY O HacTylamy HHLUHICHTa KOjUM ce yrpoxxana curypHoct UKT cucrema.

Mudopmanyjy 0 HHOMAGHTY PYKOBOAWJIAIl M3 CTaBa l. OBOr 4llaHa MyXaH je Ja OAMax Mpocienu
aJIMUHUCTPATOPy, Kao H pykoBomHouy Onespema 3a AUTHTAIM3AUM]Y, MUKPOGUIMOBAKE H TEXHUUYKY
3alUTHTY apXUBCKe rpahe.

ITo npujaBu MHLMAEHTAa MOpa Ce IOCTYNAaTH AAEKBaTHO M e(HUKACHO, a 10 XUTHOM IIOCTYIIKY ¥
Cily4yajeBHMa:

1. napymaBama NoBep/bUBOCTH MHGOPMaILH]a,

2. OTKpHBama BHpYCa WM Ipelaka y GyHKUHOHUCAY alljIMKalyja,

3. BUIIECTPYKHX IOKYIIIaja Heay TOPH30BAHOT MPUCTYIIA,

4. cHCTeMCKMX IaJoBa U MpecTaHKa paia CepBHca.

Onesperse 3a MUIMTANH3aLHM]y, MUKPOUIMOBAKEe W TEXHUYKY 3AIITHTY apxXHBCKe rpabeje ayxHO aa o
HMHIMJAEHTY KOJH MMa 3HauajaH YTHIA] HA HapyllaBawbe HHPopManuoHe 0e30eTHOCTH 00aBECTH HAIUIEKHH
opral, y CKJIajly ca 3aKOHOM KojuM ce ypehyje nadpopmannona 6e306eHOCT.

3amTHTa 04 3/I0HaMepHOT codpTBEpa

Yaan 15.
3amTuTa 02 3NI0HAMEPHOr cOPTBEpa Ha MPEXHU CIIPOBOJHM C€ Y LIUJbY 3aAINTHTE O] BUpYCa U Apyre BpCTe
37I0HaMEPHOT KOJia KOjH y pauyHapCcKy MpPEXy MOTY JOCHETH HHTEPHET KOHEKLH]OM, H-MEJJIOM, 3apaXKeHH
npeHocHHUM Meaujuma U ypehajuma (USB memopuja, CD uta.), vHCTaIalKjOM HETULIEHUHMpPaHoT copTBepa U
CI.
VY unspy 3amture UKT cucrema og Manummo3Hor coTBepa HEONXOAHA j€ NPUMEHA!
l.nunenuupasor codreepa, 0AHOCHO 3abpana Kopulhermha HeayTOPH30BaHOT co(TBEPA;
2. mOpaBWia 3a 3alITUTY O PH3MKAa MPHIMKOM IIpey3umama (ajnoBa M3 eKCTEPHHX H3BOpa (MojaTaxa,
anjMKanuja u cJii.)
[Tpunukom npeysuMarma ($ajnosa U3 craBa 1. Tayka 2. OBOT WiaHa IPEHOCHBH MEIMjH W/HiH ypehaj mpe
kopuurhema Mopajy GMTH IPOBEPEHHU Ha IIPUCYCTBO BHpYCa.
AXo ce yTBpIH Jia NPEHOCHB Men) w/unu ypehaj canpxu Bupyce, Bpiu ce yninheme Meauja/ ypehaja on
BHpYyCa, Y3 carjlaCHOCT IoHOcHoNa Meuja / ypehaja.
Pusuk on esenryanHor ryOuTKka mojaraka npuiukoM uuinhewa meadja / ypehaja aHTMBHDYCHHM
codTBEepOM, cHocH HOHOcHNan Meanja / ypehaja.
Heno3Boseera ymorpeba uaTepaeTa oOyxBara:
e MHCTAIHpare, NUCTPUOYLH]y, OrjaliaBame, MPEHOC WIM Ha APYTH HAYHH YHEHEHE JOCTYIHHUM
L, TINPATCKUX"* MJIM APYTHX COPTBEPCKHUX MPOU3BOJIA KOjU HUCY TMUEHLHPAHH Ha oaroBapajyhu HauuH;
¢ HapyllaBame CHIYPHOCTH MpeXe WM Ha OpPYTH HadyuH oHemoryhasame€ MOCIOBHE WHTEPHET
KOMYHHKaUHje;
* HAaMEpHO IIMpEeme NECTPYKTHBHUX W ONCTPYKTHBHMX IIpOrpamMa Ha HHTEPHETy (MHTEPHET BHPYCH,
MHTEPHET TPOJAHCKH KOHH, HHTEPHET LIPBU U JPYTe BPCTE 3I0HAMEPHUX CODTBEDPA);
*HEI03BOJbEHO KOpHIINeHe IPYIUTBEHHX MpeXa U APYTUX HHTEPHET CaapxKaja;



*Ipey3UMarse ojaTaka BeJHKe ,,TeXHUHE KOje MPOy3pPOKY]e ,,3aryliere” Ha MPexXH;

erpey3uMare MaTepHjaia 3amTHeHnX ayTOPpCKUM IpaBuMa;

*  kopumheme THHKOBA KOJU HUCY Y BE3M ca MOCJIOM (Tiefame GHUIMOBA, ayAH0 U BUACOCTPEAMUHT U CIL.);

*  HEA03BOJBCHH NPUCTYIT CaapIKajy, IPOMEHa caapikaja, Opucamwe UM Npepasa caapxaja IpeKo HHTEpHeTa.
KopucHuurMa KOjH HealeKBaTHUM KOpUUINEHmeM WHTEPHETA y3pOKY]Y 3aryliere, IPEeKU y paxy Wi

HapylaBajy 0e30eJHOCT MPEXE MOXKE CE OJIy3€TH MPABO NPUCTYTIA.

CurypHoCT eJIEKTPOHCKE NomTe

Ynan 16.
VY uuiby CUrypHOCTH KOpHihema cepBrca eNeKTPOHCKE NOLITEe MOopajy ce NOmMTOBATH clieficha npaBua:
1. enekTpoHCcka MouiTa ca NPUIo3UMa He CMe ce OTBapaTH ako J0JIa3K ca CyMIbMBUX M HENO3HATHX ajpeca,
Beh ce Mopa u30pucaTH;
2.3a0pameHo je Kopuurhewe eleKTPOHCKE MOLITE Y PUBATHE CBPXE;
3. mporpamd KOjU KOPUCTE CEpBHCE ENEKTPOHCKE NOIITE MOpajy c€ HCK/bYYHTH Kaja ce padyHap He
KOPHCTH.

IlocTtyname ca npeHOCHBUM MeIHjHMA

Ynan 17.
V cnyvajy GpHcama TofaTaka Koji ce Hajlaze Ha NPEHOCHBMM MeAujHMa, IOTpeOHO je 00e3deauTi
FPUXOBO HETOBPATHO OpHCarbe.
[IpeHoCHBH MEIMjH M3 CTaBa 1. OBOI 4NlaHa, Mpe CTaBJbarba BaH ynorpede, Mopajy OMTH (U3HUKH
YHHULITEHH.

®OuznukKa cMrypHocT HHGOPMATHYKHX pecypca

Ynan 18.
VY uniby GU3MUYKE CUTYPHOCTH MHPOPMATHUKUX pecypca Mopajy ce 06e30enuTu cienehu ycnosu:

1. cepsepH, cTopuuy (storage) 1 KOMyHHKAIIHOHO YBOPHUIITE Y CEAMIUTY ApXHBa MOpajy OUTH CMELITEHH Y
noce6HOj mpocTopHju (cepsep coba) Koja HCMyHaBa CTaHJapAe MPOTUBIOXKAPHE 3alUTUTE U MOCEAyje
pely 1aHTHO Halajarme eNeKTPHYHOM CTPYjOM U afACKBATHY KIUMATH3AIH]Y;

2. TPpHUCTYT cepBep coOu, Mopen Julia Koja cy 3agyxeHa 3a oapxaBame MKT cucrema, Mory umartu u apyra
JMLa, y3 NpeTxoaHo onobpenne pykoBoamona Opebewma 3a JUTHTATH3alM]y, MHKPODUIMOBAE H
TEXHUYKY 3allTUTY apXUBCKe rpahe;

3. panHa cTaHulla Mopa aa Oyne npuMmepeso Gusnyku odezdeheHa ca uribeM Aerekije 1 oHemoryhasarma
bu3HYKOr npucTymna uik omrehema KPUTHYHHX KOMITOHEHATA,

4. mpocropuje y KOjHMa ce TpeHYTHO He OopaBu Mopajy Outh 06e36ehene on neosnamhenor duzuuxor
[IPUCTYTIA;

5. mrTamnauu, KONMp MallHHe M (akc MallMHe Mopajy OUTH 3amTrheHy paau cripevyaBama HeoiauheHor
KOITHpamka U NPeHOoca OCeT/bUBUX HH(OpMayja;

6. MeIMju ca OBEPJbUBHM NOJAlMMa MOpajy OUTH 3amTHheH: O HeayTOPU30BaHOr IPUCTYNA | TIperiea.

Ipucryn UKT cucremy Apxua

Ynan 19.
Ipuctyn ceum xomnonentama KT cucrema mopa 6utu ayreHTrdHKOBaH.

HHucranaumja u oap:kaBame copTBepa

Yaan 20.
3a TpaBMIIHO MHCTAHMpalke M NPABUIHO KOH(UIypHcare LENOKYMHOr codTBepa 3aayXKeHH Cy
aMHUHHCTPATOPH, KOJH Cy Iy»HH Ja OCTyNajy y CKJIaxy ca NPONHCaHUM NpoUeIypamMa U YIyTCTBHUMA.
Onememe 3a JUrHTaNM3anMjy, MUXpOQHIMOBame M TEXHUUKY 3aIITUTY apXuBcke rpaheobesbelhyje
3aIl0CICHOM, OIHOCHO pajd0o aHIa)OBAaHOM IIMLY, KOpUIDhewe pagHe CTaHulLe (AeCKTON HJIH JIANTOIN) ca
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NpEeHHCTATMPAHUM ¥ TPAaBUIHO W MOTHYHO KOHQUIrypucaHuM codTBepoM (ONEpPaTUBHM CHUCTEM, CBHU
yIpaBJbauKH NporpaMu (pajBepH), MOCIOBHO U Pa3BOJHO OKPYXeHE, COPTBEp 3a BUPYCHY 3aLUTHTY, pa3He
NIOMONHe aruIMKalgje), KOjH je TUIICKH 3a CBE pajHe CTAHHLIE U KOjU IpelncTaBjba MUHUMYM NoTpebaH 3a
obaBJsbare CTaHIAPIHUX TIOCTIOBA.

AZIMHHHCTpPATOp BPLIM OLEHY KOH3UCTEHTHOCTH Tpa)ieHor codTBepa ca MocTojehuM HUCTaTMpaHHM
copTBepHMa Ha NMPEAMETHOj PagHO) CTAHUIM W YKOJNMKO OICHH Aa TpaxeHu codrsep Hehe yrpo3ut win
OMETaTH paj, HHcTanupahe 3axTeBaHU COPTBeEp.

OcHoBHa [IO/I€LIaBaba U3 CTaBa 2. OBOT IL1aHa Cy:
1. nonemuBame umena u TCP/IP anpeca pagHoj CTaHHLM W HEHO NPUAPYKHUBAE IOMEHY HIH PaaHO]

TpYIIH;
2.1I0Ae1IaBabe ME)IT KIHjeHTa;
3.noneaBame Beb nperpaxupaua (TCP/IP-anpeca npokcu ceppepa);

4. MHCTaNauMja aHTUBUPYCHOT coTBEDA,
5. MHCTajlallMja JMUEeHUUPaHOr aruiMKaTUBHOr codTBepa Koju onpeheHe yHyTpallme jeauHHLE ApxXHBa

KOPHUCTE y CBOM pajy.

VY cnyuya)y na je KOpUCHHKY oTpeOHO Ja ce U3BpLIM HHcTanaluja oapehenor cneunduynor copraepa Ha
pajHO] CTaHMIM, HENOCPENHM pPYKOBOAMJAL IOJHOCH 3aXTEeB eJeKTPoHCKUM nyTteM Opememy 3a
JUTHTATU3auM]y, MHKpPOQHIMOBAakEe M TEXHHWYKY 3alITUTY apxuBcke rpahe, OMHOCHO pPYKOBOIMOLLY
HaBeJECHOI OJeJbEbHa.

KopucHuk mHpOpMaTHUKHX pecypca AyXaH je Ja cBaku npobneM y (GYHKIHOHHUCAY OMNEPaTHBHOT
CHCTEMa, MEjJI KidjeHTta, Beb mpeTpaxuBaua, OCIOBHOI cOPTBEpa U AIUIMKATHBHOr co)TBEpA, NMpHjaBH
HETIOCPEIHOM PYKOBOJMOLY, KOju OBY HH(popMauujy npociehyje enextponckum nyrem Onesberwmy 3a
JUTHUTANU3alud]y, MHUKpPOQUIMOBAKE M TEXHUYKY 3aUITUTY apXMBCKe Tpale, OIHOCHO PYKOBOIHOLY
HaBEJICHOT 0/IC/beHba.

ITpobneM y GyHKIIMOHUCALY aHTHBUPYCHOT cOTBEpa MOpa ce IPHjaBUTH 6€3 oj1arama.

AMUHHCTpATOp je AyXaH Ja npobieme U3 ctaBa 6. ¥ 7. OBOr 4aHa OTKJIOHH y Hajkpahem Moryhem poky
Ha JIOKallMjH KOPHCHHUKA, JAJbHHCKOM KOHEKIM)OM Ka paJHOj CTAHHIH, OUIACKOM Ha MECTO I/IE je HAcTao
npoOJeM UM JOHOIIEHEM pajne ctaHule y Olleseme 3a JUrHTanu3alujy, MUKpOQUIMOBAmE U TEXHHUKY
3alITUTY apXUBCKe rpahe.

bexnune mpeske

Ynan 21.
3a OeXXHYHY MPEXY M BEHO OAp)KaBame, Kao ¥ HauMH Oe30eHOr npuctyna 3agyxeHo je Onesmpema 3a
JUTUTATH3ALH]Y, MUKPO(QHIMOBaKkE U TEXHUYKY 3allTHTY apXuBcke rpabe.

N3mena IIpaBuannka

Ynan 22.
VY cinyyajy HacTaHka IpoMEHa KOjeé MOTY HacTYNUTH Ycied TeXHHHKO-TEXHOJOIUKHX, KaJpOBCKHX,
opraru3aunnonux npomena y UKT cucremy u gorahjaja Ha ri100aiHOM U HAllMOHATHOM HHBOY KOjU
MOTY HapylWHTH HH(popMauuoHy O6e30eaHocCT, u3Bpiiuhe ce u3meHa opor I1paBuiHuKa, y UMsby yHanpehemwa
Mepa 3allTUTe, HayHHAa M IpOLEAypa NOCTH3ama M OJpXKaBawa ajgekBaTHOr HUBoa OesbenHoctn MKT
CHCTEMa, Kao M NpPEHCITUTHBAE OBNalliema U OJrOBOPHOCTH y Be3u ca 6e3beanouhy u pecypcuma MKT
cUCTEMA.

ITposepa UKT cucrema

YUnan 23.
[Tposepy MKT cucteMajennom romuime Bpmd Onerbere 3a AUTUTANM3aANM]y, MUKPOQUIMOBAKE K
TEXHMYKY 3alITHTY apXMBCKe rpalje, a MOTY 1a BpIlIE M aHTaXOBaHH CHOJbHH €KCIIEPTH.

[IpoBepa ce BpIIK TAKO LITO CE:
1) nposepara ycknahenoct [IpaBunuuka o 6e36ennocTd MKT cuctema, yaumMajyhu y 003up U IIpaBHIIHHKE
Ha Koje ce BpIuM ynyhuBame, ca IPONHCAHAM YCIOBHMA, OJHOCHO MPOBEPABa Ji@ Ji Cy NPaBUITHAKOM
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aJeKBaTHO npeasuheHe Mepe 3allTUTeE, pouenype, opnamhema 1 ogropopHoctu y UKT cucremy;

2) mnpoBepaa Jia Ji ce y OllepaTHBHOM pajy aJieKBaTHO NPUMEY]Y NpeasuljeHe Mepe 3alTHTe U IpoLeny pe
y ckiagy ca yrtBphenum oBnawhewmuma M OArOBOPHOCTHMA, METOJaMa WHTEPBjya, CHUMYJalLHje,
nocMaTpama, yBuja y npeapueHe eBuaeHIMje U APYry NOKYMEHTALH]Y;

3) BpuM nposepa 0e30eNHOCHUX CIA0OCTH HAa HUBOY TEXHHYKUX KapakTepucTuka kommnoHeHta MKT
CHCTEMa METONOM yBMJA y H3abpaHe INPOHU3BOIE, apXHTEKType pelllera, TeXHHuUke KOH(QHrypauuje,
TEXHHUYKE MMOJATKE O CTATyCHMa, 3amuce o gorahajuma (JIorope) Ka0 ¥ METOAOM TECTHPama IOCTOjarba
no3HaTtux 0e30e1HOCHUX cI1ab0CTH y CIIMYHUM OKPYKEHhHMa.

O0jaB/buBame M CTYyname HA CHATY

Ynan 24.
OgajlIpaBuinHuk 06jaBsbyje ce Ha OrnacHoj Tabiu ¥ Ha BeO Npe3eHTalMju ApXUBa.
OgajlIpaBrHiIHHKCTYTIA HA CHAry ocaM AaHa Ol JaHa 00jaBJbUBamba.

ITPEACE/IHUK YIIPABHOI OJAIBOPA
NCTOPUNICKOI' APXNTPA BEOT PATA
HpOQ) Ip AﬁekcaH}Jap XKusotuh

bpoj:07-662/3
VY beorpany 31.10.2024. ronuHe





